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13050002), WEBRK AFHIEEEA BRI LRIt NIuIfFTEER.

(HERSHEF S LA TSR

URL: FHEILAHKURL.

FEERG14E: XFULEC ERIIE HIP H i3 L AUWIDEE T I In 14t .

SRR Z BT & UM FFIE T K : Web S i3 f0 190 s 250 o Ao IR i i X 26 2 45 i A
Ao ELTIEF L T REE RS AR B KL 5 A IOy Bah (s o, aTBLR
BEXIX L S HE RS -

5.1.2. {TRBZE

ITAHEFERFH PR EREAFE MBS R, S H Sl 6T R
ACLAE B . 47 9 H EEHEN A6 HE . HERAEHEMSSLE T H&.
HREHEE  AREREE  SURPES

Q sk 2SS C' migw

EifgRft: AiE)(2020-10-21 00:00 2 2020-10-2123:59) | RREETARE)  RP/AFGETHE) | BNREEERE | BEIPET) | RE/RAGTE) | SHFEGT, B8, Rbiss)

FS  MaE R iRIP/ABF ferdm] ERIREE BaiIP B0 iy BES3/RiF xR B
1 2020-10-2... FIPXEE 192.168.5... 137 EEEE 192.1685... 137 upp any permit all R BEHE
2 2020-10-2... SR 192.168.1... 137 EERE 192.168.1... 137 upp any permit all S EEE

YRR 02 (2022-04-22) 95



RMEIR TR SR P Ay

5.1.2.1. NB#EHIEZE

— T AR REILAS 72 N AR R, SRR N EoR.

EEEHAE BrgRiEE  SSLRFE®
QaEinkir | a SwAE | C Rk

HifFiF: 17(2020-10-21 00:00 & 2020-10-21 23:59) | FEEFRHEE)  RP/AFETE) | BROREFETERE | BRIPETE) | BS/EMETE) | iFCiT, 58, IKaEs)

FS B FRE JRIP/RF pm] BRI Beip BasgO il BR55/REFR CUESEBEE  afF BR{F
1 2020-10-2.. EERE 192.1685... 137 N 192.1685... 137 uop any permitall  fuiF EEIFH
2 2020-10-2.. EHEEE 192.168.1... 137 EERXE 192.168.1.... 137 upp any permit all R BHEFE

LA ] H SRR R 6

Rl g, 7 B0 ROk SRS HEAT S /MO e, R B BAR A U5 ) . (AL,
FE B3 KA 8L 2 1) SR b T R c s H G 5, 72 1 SR b R T R H &

SRR mdr<E R ARAE>, RIEFTREATIH A IPFfE, W0 FE PR,

RAEHRE BRER/EHE SSLAEFRE

Qz=ess | gedas | CRl

FEpaE A 2020-11-13 00:00 v
SR 2020-11-13 23:59 -
TR FrEXiE ¥
mr/Er: O 8 IP FF |
BRIKiE: FrEXiE k4
HHJIP: g @®
BRSS /LA B ¥

FE: Fo¥F 15 BEEs

i E=E]| R ENIIRETITH

DRR2. ARG R A R AT PIWiZm D AR 55 & IR %, W PR,

HBEHEE BRER/EH SSLAFAE
Q Ziagdt 2 SHEE C i

EjFd+: Bi8)(2020-11-13 00:00 X 2020-11-13 23:59) | FXEHFREXE) | WP/BFERE) | BNKEEHEXE)  BRIPETE) | BS/MEFTEERS) | i, 1858, Bies)

75 | e RIP/RF ] BHXi BrIP BERA0 Y RS/ TORESREE S E B
1 2020-11-13 EL] 169.254.6.88 137 MR 169.254.255. 137 ubP any permit any RAF HEHE
2 2020-11-13.. SHW 10252.252.138 137 5hR 10.252.252.255 137 upp any permit any S BHEE
3 2020-11-13..  4NR 10.10.11.30 8235 MR 10.10.11.255 8235 uppP any permit any SN BEFHE
4 2020-11-13.. 5N 1001001025 8235 5hR 100.100.10.255 8235 uop any permit any SN EEHE
5 2020-11-13 Sh 192.192.100. 8235 ELz] 192.192.100. 8235 uDP any permit any SN RS
6 2020-11-13 SN 100.254.254.2 8235 M 100.254.254. 8235 uDP any permit any A HEEE
7 2020-11-13 ELT 172.25.100.101 8235 ELz] 172.25.100.255 8235 uDP any permit any A BEEHS

YRR 02 (2022-04-22) 96



AR TR ERP TR e

LD ten

R A 32 ) R TT R 8 T K:

1. AREARE/D SRE/AEARIT G, o g REHR%, H&k K, eh sk
BT VAR H AR B 77 Ko

2. Ry R R R AR R, A A AR R TT B LR B E AR

5.1.2.2. BPEF/EH

P8 s 2R T S WAFIT R ME R GG, 03 il I AF f AR
Mg RANERE S . TS HE, #7040, B,

Q Skt 2 s C Basv

SR B7E(2020-11-13 00:00  2020-11-13 2359} | IP/EF(EHE)

BS  BPa o] 3P HRHE asE) TEEREHE B
1 sangfor / 172162100 2020-11-1315:3312 2020-11-13 15:39:39 65527H
2 172162100 / 172162700  2020-11-1315:30:13 2020-11-13 15:32:34 255218 g
3 sangfor / 10.251.251.25  2020-11-13 15:2345 2020-11-13 15:30:17 6433284

F P &3RNES H SRR R

FEAME T Ip 2 WINPCHEAT E AT AIAE, R AEE I DA IE (Y ¢ 0 4 RE RS U n] BB . 2
7 E Ak sangfor H ' 5 RAAE S 0

AR mdi<E MR, MIET RO HERATIL, W RS,

RIFH=HIEE ARER/EH SSLAFRBE

Q Z=gss B2 sitia® C Risn

igiasdiE:  2020-11-13 00:00 -
SEEAdE: 2020-11-13 23:59 -
IP/FBF: =] P O B~ 4|
sangfol| ®
=313 *iF [ SaE s MR mi T

AYR2. BHRAIRAC K TR ERIA] VERS I I AR E R, IR B

HFHSHIES  BABRATE SSLAFES
Q EHgHi kS C B

ESEEM: BIE)(2020-11-13 00:00 & 2020-11-13 23:59) | IP/AP(AF: sangfor)

Fe EPE Eit] EFIP et R TR o
1 sangfor 7 172162100 2020-11-1315:33:12
Fs
sangfor / 10251.251.25  2020-11-13 15:23:45
fAeE sangfor
ag /
w3we 172162100
waiis) 2020-11-13 1533112
R 2020-11-13 15:39:39
e 6527

YRR 02 (2022-04-22) 97



REIR T —RIERE i

5.1.2.3. SSL P HE

ESRSSLAI H 8 IR AN SmPCRRAS S5 2., 7 8 B G300 53 P AT AT
Ao W AT SR SSL T H AT 08, N B R .

HAEHEE FAPSRAEHE SSLAPES
Qs | @swEs | C 6
BiRE: 07(2020-11-13 00:00 F 2020-11-1323:59) | IPAAF(FRE)

e AP 8

iTh il Hiid B
1 sangfor 2020-11-13 15,1033 2] 192.200.244.155 R SRS
2 sangfor 2020-11-13 15:10:22 B3 192200244155 BRI MAC:e4-5e-37-b6-b6-06, HO.. FHEIH
3 sangfor 2020-11-13 14:45:42 b2} 192.200.244.155 250 i
4 sangfor 2020-11-13 14:40:51 =5 192.200.244.155 BRI MAC:ed-5e-37-b6-b6-06, HO... SEFE

SSLAHF HERRZRM
TNV, K sangforFH I AAAE R, TR EM R E R ERIEE I .
WL mh<Bml g At>, A sangforH P i B RN, W EFTR.

RIFREHIES RRER/EH SSLHFE®

Q Eiasst 2 SlinE C Risr

ECHAETA]: 2020-11-13 00:00 ®

gEmtiE:  2020-11-13 I 23:59 -

IP/RF: i) P O Br

sangfor @

iy el EiaEE NS SR

AR AMARAT UE B L mMAC, EHLAMERERGEEE, MRS,

FiFBEHAE BRER/iEE SSLAFEE
Q FReE " &2 (a4 13
EWiPS: BE(2020-11-13 00:00 F 2020-11-13 23:56) | IP/AF(EFP: sangfor)

e RPE i) T PP

Eig 18fr
1 sangfor 2020-11-1315:10:33 e 192.200.244.155 3] ey
2 sangfor 2020-11-13 15:10:22 3 192200244155 BRI MACe4- 5757 o HO,, B
3 sangfor 2020-11-13 14:45:42 i 192200244155 b3
4 sangfor 2020-11-13 14:40:51 'R 192.200.244.155

BRAL MACed fewsiutioo-b6, HO.. HHEM

5.1.3. &&HZE

ARG H & T ZAL R B B A R IR 0 & e 8 S BG I AL 2 42 H AT
AHLTT ] H . X8 HEHAT B HORIR RS AR RN AT o, R B TR

YRR 02 (2022-04-22) 98



RMEIR TR SR P Ay

RIFIRE AzLEE AL
Qs | @ swAs | CRlF

FiRM: BIEI(2020-11-13 00:00 X 2020-11-13 23:59) | EMR(WERF) | WSHE(EE)  WEGR(EE) | BIFVREENSR) | @A)

7S EER SRR BERS EHUP BER R BastE i3 S
1 admin ks WebUI 192.200.244.155 SR, 3 2020-11-13 15:38:31 EREIREER.. EEERE
2 admin ity WebUI 192.200.244.155 . X 2020-11-13 15:37:45 XTBEEIERST: .. DEEHS
3 admin ity WebUl 192.200.244.155 mEgE.. AR 2020-11-13153732  FSHESIBRHH: .. SEHE
4 admin ity WebUl 192.200.244.155 NAT4its..  SEEX 2020-11-13 153649 NATAIBHHEESRIE. SENE
5 admin it WebUI 192.200.244.155 NAT4it, SEER 2020-11-13 15:36:08 NATAitrH GRS BiE. EEFE
6 admin ity WebUI 192.200.244.155 FEB->L. B 2020-11-13 15:32:33 ERERRE: BAREE AL,  EEHE
7 admin ity WebUI 192.200.244.155 NAT4it, 2EBK 2020-11-13 15:31:31 NAT4itpH R 2. EEEE
8 admin ity WebUl 192.200.244.155 XIGEPP... HRIBME 2020-11-13 152921 KiFaPPPOEELlads. HEIHE
9 admin it WebUI 192.200.244.155 FB->IA. B 2020-11-1315:18:37  {EBURES: SUASKRES AL.. HEHE

5.1.3.1. RGEERE

ARGUERAE I R P 8 SR ) T AR ) 5 SV 48 H S DR oL i) B A 48R H &
40 mr LA H adminiX MK 57 R B S G MO IRLE R . RGERAE I

RS FRLBE AtNiniEEd
Q mse 2 sHes C R

EHiORM: BIE2020-10-21 00:00  2020-10-21 23:59) | WIER(FEMEF) | WSHAULE)  BEAUEE) | RIFRETETR) | &)

FE EER BSE #BfF P BiF. BfF BHAEiE it P
1 anguan-af ity WebU| 172.16.221.184 [IFEEE. R 2020-10-21 09:4...  FUFSEHISREREAL..
2 anquan-af it WebUI 172.16.221.184 BEITE % 2020-10-21 09:4... BESEIERAEL
3 anquan-af ity WebU| 172.16.242.116 BPEs 8% 2020-10-2109:3...  anquan-af(local) ... EEFH
4 anquan-af Adb WebUI 172.16.221.184 e 2020-10-2109:3...  anquan-af(local) ...
5 anguan-af ity WebU| 172.16.221.184 mPEs BR 2020-10-2109:3...  anquan-af{local) ...
6 S *ity WebUI 200.200.10.10 BrREs B2 2020-10-21 08:5...  ssdRyt 200.200....
7 EHME ity WebU| 200.200.10.10 mPEs =R 2020-10-21 08:5...  &8gR{F 200.200... =
8  admin it WebUI 200.200.10.10 APER B8R 2020-10-21085...  admin 200.200.1...
9 admin ity WebUI 200.200.10.10 ArRER BR 2020-10-21 08:5...  admin 200.200.1...
10 admin ity WebU| 172.16.237.124 BHA. BN 2020-10-21 00:4... S30UTHIAGHEE: .. SHEFHS
11 admin i Wehl | 17216237124 E 020-10-21 004 EXroRIaEE- EEEE

R R EASHRERD
SEA S, R B B R AL IS L NAT R
WL <>, WNATHRE B SLETIRER, W EPR.

RiiRlE Fi=EEE AR

QZass | BSHEAE | C R

fEpaAdE - 2020-11-13 00:00 -
£EEEAY(E]: 2020-11-13 23:59 v
EER: FrERF v
SR 2388 -
BERR: 24 v

e [ NAT

ik AR (FEE)

iy %3 SNSRI
A2 BERRENR, JIH THTNATICE & B K S . BAER R, EHLEE R

YRR 02 (2022-04-22) 99



RMEIR TR SR P Ay

R FEERE A
Q =aFs & sHeF C mu

AR BE(2020-11-13 00:00 X 2020-11-13 23:59) | WHRAFRERF) | BEST(E®) | RIFHUESE) | BFHBNAT) | k()

FE EAR ReEnn f i 20 mreim Wi e i L
1 admin i Webll 192200.244.155 NAT4lE.  SRIEX 2020-11-1315:3649  NAT4Imi 102 RiE
2 admin e WebUl 192200244155 NATAE.. SR 2020-11-13 15:3608 NAT4lBHEEIB 2 RIS
3 adm LS WebUl 192.200.244.155 NAT4fm. @ 2020-11-1315:31:31 NAT4tmbtElR SRS EETE
4 admin by Webli 192.200.244.155 NAT41t EEE
mE4
il admin
S *i
et WebU!
THUP 192.200.244.155
eI NATSNESERS
18te &
EAETiE 2020-11-13 11:14:09
ik NATANsHE SR INEY): i

5.1.3.2. AHlLLBE

AF B S EZERR MLh R, BAPERZ PR E I, v LEE AL %4 H &
b, ZHEICFARRR TR E R, S TR,

Rt FhELEF A

Q Tgs 2 siHES C Rz
1iE(2020-11-13 00:00 X 2020-11-13 23:59) | WhLHEG(HBR) | WEHHPH BERE) | FEERE, @, 5 | SRR, S
mS  mE m WEE. WEEP  WEEMAC SREEP FREER O HEEE it e
1 202011-1316:2542  $EMEE i 192200.. 00:e0:de36:81a1 162.200.244.195 @ RIF 3008 BEHNEOEREENE . SR

FizEATHEERS
FAbMb h TR AN 2 AT HI 4, WA E O AR R A A W R BB, B
I EBRFARAN 22 HE, fER&EBFIeERT.

SRR R <EWR>, R RN HERAT IR IL, 0T EBFR.

AR FNR£EE AL RN

Q Higgs 2 SHEE C migr

ARSI : 2020-11-13 00:00 )
LSRR 2020-11-13 23:59 v
WhHEXE:  FEXE i
WEIP: jZiEs) ®
WRRE: Fraa -
e B + 1

iE: Y GisE)

i EERNSRETIT
A2 B BRI EE, W ERTR.

FRATIRE FNRLEZ AATIEHE

Qs | @ SwAE | C

SRS H(2020-11-13 00,00 F 2020-11-13 28:59) | RESRIGFHRES | REBPER) | LTFRET) | FRSAE, B, E DT, 58

8 i X WihE.  GHEP  HEEMAC uEEP EESE W e it i

1 2001113162542 BOEE i 192200.. ODe04c3681:a1 192200244195 " S 3008 WHER SRS EET S

STRURRAS 02 (2022-04-22) 100



AR TR ERP TR e

YRS AT DL B R EL AR i 44 . ICMP Bt K It . UDP#t/K Bt
SYN/KZ . DNSHI/KIGL . fRA4 B KPR

(L) imm

A8 &I R a7 K.
1. R[5 4 %% /DOS/DDOS W47, #&# A#LDoS 4, ik M.
2. #¥FHHAE LA, DOS/DDOS K47, J4H#ILE B EF Ak,

5.1.3.3. ZK¥lixzeiEHl

AFH X E B AT T2 1 SR, ASHLYT e 2 P T 2% S 0 i) AR T U T FRD 7 I 42 1) SRS
AT DAARE H G HEE 280 17 I AFULHC T AR 4% SR mE 55 . LM .

ROURME FRLET FHHEEH
Qaest | @3RS | CRSH

EifIEM: IEI2020-10-21 00:00 2 2020-10-21 23:59) | BRIZ(EREXE) | RPFRE) | BEIPERS) | aHF(RITF, 164)

Fs  mE |: 53 iy B iRP wi.. B8P B9, CRARE iy B BF
1 2020-10-211.. FRESHAY TCP  HERH, 192.200.244.1.. 32048 200200516 443 1 FRe ¥ EEIE
2 2020-10-211.. Other TCP R, 17216242116 60024 200.200.5.16 443 1 HEE ¥ HEEE
3 2020-10-211.. Other TP EERE 17216221226 2287 200200516 443 1 FiRe A =
4 2020-10-211.. Other TP EERE 17216237124 50832 200200516 443 1 FEe FEHF
5 2020-10-211.. FEBIHY TP EEERH 192.200.244.1.. 32048 200200516 443 - F%e ¥ EEHE

AL EHER H SRR R
Sl R B A AR T AR, BT A TN IE RV K R
WRRL A< AR, MR RN H AT, W R ER.
RORAE FREEE UGS

QzEEf | RSHEE | C R

#EEARtE):  2020-10-21 00:00 v
fZRpfiE:  2020-10-21 23:59 v

iR B : FrEXia, v

JEIP: PE=] ®
BrYIP: B ®
shiE: HF izt

T o PO

AR, AW R T R R HIPSEE R, AUh<&E B>, TUAE

STRURRAS 02 (2022-04-22) 101



RS T —RIKERE M s

HEMER, N ERs.

RIRIBIE FzeBE FHHEH
QaEnglt | o SHEE | C B

TAE&M: BIfE(2020-10-21 00:00 F 2020-10-21 23:59) | BREFFERE) FPFFE) | BRIPETE) | SiFfeiy. EH)

8 mE B s R &P .. EP B ICECREES i .. BME
1 2020-10-211... [RGB TCP EERE 192.200.244.1... 3204 EEHE
2 2020-10-211.. Other TCP EHERE 17216242116 6002 e
3 2020-10-211.. Other TP EERE 17216221226 2287 i il

: RN
4 2020-10-211.. Other TCP EHERE 172.16237.124 5083 g, TCP
5 2020-10-21 1.  PIGEHHNY TCP R 192.200.244.1... 3204 BEE: EEE
iRIP: 192.200.244.153
BRO: 32048
=168 200.2005.16
BeE0: 443
RIS : 1
i =ik
htE: FeiF

LL) wen

AR B & 87 K

1. ELEREIN SRE/AEARTR, FoANGEES, Dk K, ofohiik
BT AR AL 80 BT Ko

2. AT PR AT P, ARAEE KRR 00 Rk AT IR A &

M

RWDIRE EZAC R SR E P AE R SR E 7 A AR BN R S R .
SUEHUHATHAT XA IPAT R M 216 8. SR ThReds: mEHHT. &

AT AR PR

W
DI

Wi

N

5.2.1. #REBHHT

TEHMT EZARAE A A AIPX R EREAT S, A R MR
. IPTEHA P E &S .

5.2.1.1. BAPRREHHMT

P B HEAT R B RHE N ERAER P gt Hm B AT HR A, BB oR A2 P A
P SRR IE DL, TR

STRURRAS 02 (2022-04-22) 102



RMEIR TR SR P LAEES

FAPRRHHT RiFiRHET IPREHT gt Tel]

L ExEmA C ISR TR

Lt Lk * TFiTiiE + SFE s RSLR  EONEE  REER

24.95(Mb/s) 497(Mb/s)  29.95(Mbfs) FRIERF

HAFPREH2EEZH
A g, &5 B A sangfor [ P E 78 A I ] ) AR B8 5 A
BIRL. < PR A>, TLAEE i E A i s AR W B TR
TEEHEE X
g

frzscicH =i

[N AR =

UEASES

Hidig

O mridiE

sangfor

IPiZiE

RRIEIR
BAT (8]) 60 :
e -G

WFRLR . P EARTE B AR L.

RIS 46 5E T B A A A MRS
AU G U SR AR B BRI R IP.
L. BRRRGR, WNEPR.

BPREBHHT EFBRARHHT IPFRIRHHT PSS
T st f R= C' s BisHIENS: AR
sk @mae0, 8 ()

g WP (@T8) AR TR ¥ FiTRE ¥ fif 5 HELEE SRS it 204

1 sangfor / 341.5(Kb/s) 4.78(Mb/s)

MRE P SR AT HE R R R N E A e A Ciosda) - T4l BT

STRURRAS 02 (2022-04-22) 103



AR TR ERP TR e

FRIE . BRGE. RS ER . SREILES A AR . i <¥REh>, F TR R
IR RS s AESRIUOHL AR 40 mialy <ERE>, FORFREOM B P TSN fEiLE
PR e LA 2 B0 R OO, R B iz i LA B

AARBHHT iR T IPFRHHT IPRESEE

[R5 L EREARP C mis RISHIER; B

#E AfE BTE) Lot EiTiE = FoRE * SifE ¢ HELER EGE  RRES

AUR3. (AT RESH P B, BT R B SR A e, (L TE BB
e, BARERE R — R ER A B, mdi<iRgi>, Rt BHRL LW
(RImfia], By oy Az, 0 B

GBI E X

TREE EREdE] (955 - 10

o

e HUH

AYRA. (AT fRR I B, B SRR 25 1 I L 7 EESLRITBOT IR, Ak L,
AR <CUREE >, U B BIAE L A B T, AR B R
FAIFIAERS

Ykt | B @GHF | Oz | CHd | BEER: sk UEREEE v ERE

MRkt BAEAR B =

AN < RFFE
Q 8 BRE (BFE) : GRE 4 it s ONERR ¢ BREESEERE ¢ EER + e
Wi 1 sangfor / 172.16.2.100 FESIALE 2020-11-13 17:16:387%E5 HEEP 095 18K SRR B |
¥ g

FEIX B BIPRAE I, B2 mldr <R >R

5.2.1.2. MAREHIT

S B HRAT F T et ok 55 it B 200 Ve g S RN PR R AL 1 DL, 7T AR 2Rk
SEIINAIGETE, A DRSS PR SRR REAT ik, AR

SCRYARAS 02 (2022-04-22) 104



SRR TR AR ¥
FAFTRRHHT BRI HET IPRAHET P iAS

Tidights | CBi SRR R

it TAI60, E (/)

HE RS 5E =i HiFRE < T BRE v astk
1 o HERE FrEttiE 2.33(Mby/s) 70.79(Kb/s) 2.4{Mby/s) 416%
2 SSL FrELEEE 70.7(Kb/s) 1.88(Mb/s) 195(Mby/s) 338%
3 DL [ AT TR FrEEE 130.85(Kb/s) 1.21{Mb/s) 1.34{Mb/s) 32%

4 GoogleFif RIS 35.69(Kb/s) 864(b/s) 36.53(Kb/s) 06%

AR IS ok FH i 9
57 SN S/ T

sk <l B0 R . SR> v L UL I PR HRAT Rl S 1) 1R B 5
s ke <SRRI > AT A RVEEAT T -

THEA, BRI A S BHIRA. PR%%.

LRER

ETFATH

é&&ﬁ:

1.8 R SHT L4 1PV 3R35 b 69 & Bl 2 it HE4T
2.LFTHMRER 6 AP SR RERN L. ST IHEL,
I A AR R b

3. RMASHAT T o & & B EREFFBEH B EF X,

MEAR TARE . RE B TR,

5.2.1.3. IPRE

HHT

IPYEHEA T SR ELIPRIE AT S 00, a0 R R

RIFER AT IPREHHT IPTRERRSY
Yiss | C R FISR{aE: 301~
EEM: BRA16e0, B (/)
HE  IPHEE s ¢ TiThs ¢ ROE ¢ HENES TR
1 172.16.10.10 15.85(Kb/s) 276.85(Kb/s) 292.7(Kb/s) IKER

WP R FUR B THE S, BRI A A EEIPHUIE, FATHE, FTHE
REUMLA 44, MmN, fERPNLAR 4 — & A <skEG,

HTTP_GET, Google#{iE

7 IE\ ?}ﬁ jg ’

FISRIREUR R IP T+ 5L

Hs ERUEA B A, et NS A 2 BT U, SRz PR AR B N

R FRiREHET IPiEHHT PR
h @il C' BB RismiaNE: 308~
iHEEM: BaAi60, E (/)
HE  IPitBhE LiThiE + TTRE = SE + TERBE
1 172.16.10.10 %
Jivdzz) 2] Btk s TEkER SiEg
HTTP_GET HI51 85%  2.11(Kb/s) 48.68(Kb/s)  50.79(Kb/s)
Google#ig g1 15% 8.92(Kb/s) 0O(b/s) 8.92(Kb/s)

s ke <l T e R . SR> v L U I k= PR HRAT Rl S 1) TR B 5

SCRYRRAS 02 (2022-04-22)

TREIDRL

HTTP_GET, Google#ig

105



RMEIR TR SR P

s ke <SRRI > AT ST R EEAT T -

IPYLEHHT S A IPVE IS5 1 1 IPH I I & R AT 175 0

5.2.1.4. |PREHEHE

IPy &S B A TP B

R RHET IPiREHET

C' Risk iR 5Eb-

Kbps
6k

1% 172.16.10.10

00-0C-29-72-F5-08

IPiREas
b vnlils B i

2020-10-21 12.35.00,0 Kbps

wE, HRIEIPE ST FUE 1B % W Topsai# Top10IP.

522. RERE

i UL T A T R AR

WOIEREThEE, W N EFR.

RERE
C R
B8 IPHBhit
RSEOD)
RFEN2A)
1 192.168.254.85

2 192.168.254.69

1P[192.168.254.85)895F H i BIFE

5 WE
1 2020-10-21 03:09:15

SCRYRRAS 02 (2022-04-22)

BRI AR JRIP. HAJIP. HAgSm . XS

TOP 5

EERREE, TP R R AT AR

TOP10 s RS
HRIHEIRSS BREREAE ($X | ®RETX) REREIRE HiEe)
PRI 1|11 =8 T
PR 0|1 & T
Fi bl BsuP TEEER VHE
DNSHhERERE [T Android Backdoorim® 202.099.35 192.168.254.85 =5E

P IR K

106



RMEIR TR SR P Ay

5.2.3. REHHT

SEHMTH T EE W SR L AF BRI, SIS 1RHUIE I, JEAT DAR IR IPRE T &
TR N 2 HEAT A A

5.2.3.1. 1FEN

VAW E T AR E R A RIPHIIE, KRS 2050 i i P AT St B ge it
N ERR

SEHHT SiEES SFCR
C' Risf

PIpaIP 172.16.10.10 m

SAEXHAYIP (TOP 10)

Fe  2NEXRIP 3t BEiEE TCPEiEH UDPEiEH ICMPEIER HuEEiEs  #B(F
1 1147114114714 e 7 0 7 0 0
2 203.208.40.97 $ELE 2 1 1 0 [
3 203.2084034 o Hi 1 0 1 0 (=
4 203.2084166 $ELE 1 1 0 0 0 EEEE
5 113.105.88.148 REr R 1 1 0 0 0
6  183.57.82.200 FEFET 1 1 0 0 ==
7 203.208.41.65 E L 1 1 0 0 0 &

8 216.58.200.240 hE&E 1 1 0 0 4]

9 172.217.160.74 = 1 1 0 "] 0 =

10 216.58.200.46 FEEE 1 1 0 0 0 EEH

o] ] & 19 10 9 0 0 WEEHE

<A >, W UEFESEER, WEEPR.

IP (172.16.10.10) SxfiwIP (203.208.40.97) MILIFFE FirAatil v HERS *
8 EP NAT iRIP b oo Beap NAT Eig9IP BeEs0 g #i& iR TR, EfRE
1 172.16.10.10 192.200.244.153 64621 203.208.40.97 203.208.40.97 443 ubp Bz Quic trust-A  untrust...

<>, nAESSEIP, W EFR.

STRURRAS 02 (2022-04-22) 107



RMEIR TR SR P Ay

A X

S P (114.114.114.114) BHTESH0EE:

O igmEndia
1 x v

(RAE30HP, &IK15K)
AIME: RIEE>RESE>RER> IR iiER

RAELE
BIME: RRIEE>RESE>RER>RAH SR

5.2.3.2. &®idFE

SATCR B T E MV IPI R R R b B, i N AR EE i E I IPAL

RIEHHT SIEES HIFCHR
G ompmeiet | C R

WP [172.16.10.10) M2EA45E

PR <l
2izm T P
wEReEy 2
& EE ()
o 172.16.10.10 \

BEMESIEEE
FS  HHE EaE TC . IC EE uD! EEihuaE
1 48 516 373 i 142 ]

mir<i ERITIPHLE>, AT RS EIP, sE AP, W KR,

STRURRAS 02 (2022-04-22) 108



AR TR ERP TR i

R E I Pl X

RERINIPE, BERERPHFEIHRSEN.  SAPEL

172.16.10.10

s
5.3. %t

it e L 2R ST S TR EE, IR ST BT IR R HT,  SRXT B )2
TUHEAT 73 BANHEA o AT RERS PRI B A I 25 Fh AFAE IR N Y, O 7 T e o Y s
IR

5.3.1. MA%it

R GE T 322 XMk S S AT IR RIS, AR X L N AT HEA o Bl
FTCAGETH AR 7 (] IR N i Bk, BEDT R AR %« SR .

EIRgRit
Q#itsd | g StexceiBE | A BEES
SR BHE2020-11-16 3 2020-11-16) | St
AR EEN MRS - TOP 10 ~ - [

ERHERAED

b L
' - m AEE o

& HTTe_posT e

5 ammt

| TRIA At

“ . e
IV N = E ]
Rl gy, 8B 0L 5 O N TR AT Ge vt o ok 1 IR o5 A FR A 9 ELAEK
T SRE AR 4 R o B PR 77 5
SRR mdr<giit >, RIEFTRIATIRIEN M, 0T EFR.

STRURRAS 02 (2022-04-22) 109



AR TR ERP TR e

B4Rt

Q gotsut 2 SihExcelifs A EEHESE

it

REEE EBEY v 2020-10-21 Z  2020-10-21

EIP/BF: © g IP FF 2|
RZFg: FrERA =

E T gAY

FitAL: O s RIFEEFR IP/FF

FHHE: 10 M

BEgat ~

%2 SEARNFITETTR
AR BEEMGSER, FIHWLN AT AR ERZ, W BN,
ARt

Q sEHEe 2 SlierceliEs | o HiXiBHES

A B(2020-11-16 E 2020-11-16) | L HFOUARE)

NEEE: gEN-  GEEE-  Topo - E @
MR
ek e
' m - e = ons
B HTTP_POST . ssLE
8 et
‘IQ | A TmIn nEn
Vi
\ W e m e
THRM © e TR
. o <aonrs
wn s
@ o
a o
i e
e b sta
nom A o
o e

DUR3. mdr<AT RIS, T UAET BI% N i fi s B A 42 ) H A5

LY ten

B Gt & Bt g R AR ) R P 8 K AT A B R ILR, AR EATITRE,

5.3.2. mB%it

MESTH TSR e, IR SR A A i S AT HEAL o T AT BLE i L
{1 7 IR S L P Ak A AR B e % DR B/l SR RERG BRIZE X 0 Ml 55 Hh A AE TR L I £

STRURRAS 02 (2022-04-22) 110



RMEIR TR SR P

RIFIER

@ iEE | g SlExceliER A sixmeEs

BT (S

@S B91(2020-11-01 X 2020-11-30) | JBIR/S %) | Gt RS | SRHERMI0) | BTREETRR)

TOP 10 =

RS R R RR AR

W g O ]
W sEA | =
iRk FiTfk ftia FEEE
1,160 KB 28,000 KB 29,159 KB =L
418 KB 13,367 KB 13,785 KB [ELa)
=[1 285 KB 9,568 KB 9,853KB
Hitn OKB OKB OKE
13- 1,862 KB 50,935 KB 52,796 KB

KBS EERDH
RIS, R 2 TR P IR A L
BLFRE AR MO, 5 SRR A b7
ST R TR BIE 0, 0 F BB
ity

R

Q Fitsis & SitExceliRE A BEERE

FmitEH

BESEE : gEY v 2020-11-01 F  2020-11-30
FIP/EF: O e P Ar £
REFR/HMN - FRrERIFE =
FitiEln

Fita: O R R EER @ IP/FEF
HEfT kiR O == HFRE TTRE

FitEE: 10 -
BEETm: O &t f=E) Fritegak

BRIt ~

Aify *i4 ERERE MRS

HEH

STRYRRAS 02 (2022-04-22)

AR, WTRERIRNARM, ERRENERES,

wrE

A | Web I AR i)

Bt o

111



RMEIR TR SR P i

T
Q it 2 FiiexcelifF A HEEHRE
=R BE(2020-11-01 F 2020-11-30) | il 3 R IT ) | BHEREI0) | HFERERE | BRI
HIEFEm: aEY- BR - ERER - TOP 10 - [ = 5N
RS R AT
L W mEuT BB
, W webiEET B s
bt W aTensEE M ssinkE
REEF . A
LiTRE T ] R R
258,041 KB 7,299KB 265,340 KB s L]
B 3,955 KB 92,279 KB 96,235 KB =i IP/ERF
WebiFisik 1,862 K8 50935 k8 52796 KB ] 1P/
ilEIRaLs 11,087 KB 8814KB 19,901 KB
171k8 5352K8 5523 KB
A IR i TR, &R BARR N & EEAR R RN, i s TR
WIR3. Rldi<Webi k>, A HART M Iyt K/, i TNo
Juviz: E=4
Lkl 2 SitexceligE | A BEaEE
ERA: BIF(2020-11-01 F 2020-11-30) | BIP/AF(HRE) | MA(Webi#i) | FREARUIEER) | Fitimmo) | HEREERE) | BEDTE)
TOP 10 - m [ L 5
RESTHERRRN RS
L L ) SRR RS
W EE - Y
SR R Fisii FEam el T
B 1160 KE 28,000 K8 29150 k8 =3 I/
BSOS 418 KB 13,367 KB 13785 KB me IP/EEF
BRI 285 KB 5,568 KB 9,853 KB il IP/FRF
it oks oks okB
w8 1862 K8 50935 KB 52796 KB - PRI
PR <>, WTUEESAARREEAE, WNEPR
WBR4. i< >, A PLEH P BT , 7N o
R
5l B SilExcelii®E A LirEiHEE
SigRft: B18(2020-11-01 F 2020-11-30) | IRIP/RF(TR) | MIF(WebRIRG/MIBEE(I]) | SEAUNMEE) | SiHEE0) | HEREERE | ERERGGaN)
TOP10 ~
20
10
0
11701 11/05 1109 1/13 nnz 121 11/26 11/30
HFRER LivAl i 5 3 i 12
R ) 1,160 KB 28,000 K8 29,159 K8 aw
=i} oKB oKE oKe
mE 1,160 KB 28,000 kB 29,159 KB - P/

BIRS. sS<IPIH P>, W LAEE BARIIIPYT RN, TP e i B 2 AR 1 N 5,
R

YRR 02 (2022-04-22) 112



REIR T —RIERE e

oz
4 EE 2 SiHExcelii A Higanitng
KA BiF2020-11-16 2 2020-11-16) | HEitA=IP/AERS) | HETHRIE(SHMED)
TOP10 - = ¢ H L
TR R IZIP/ AP
T W 172.16.2.100 =2}
1P/ HE EHUP LT TR R Fmas
172.16.2.100 172.16.2.100 285 KB 9,568 KB 9,853 KB
Hity - - 0KB 0KB 0KB
i - 285 KB 9,568 KB 9,853 KB

LY sten

R T RET VA EL T
1 EME@ED P, FRYE WAN Al
2. BRERENMT, HRAEFIHA L,

5.4. k3T

R T REREER T B E A 2 SARRANT R . B AP e X HRER
LT .

5.4.1. RENERE

T MR 1l 35 RGN L 7 X RBAT Za WS br. s B
24 P AR R R SO IURT G H P ML 55 HEAT . e Aimil . RS BHE F
B WMRAFR. MR E LKA R Iogok I .

STRURRAS 02 (2022-04-22) 113



RMEIR TR SR P Ay

RERBEER
B et

Bd{ERGE: 2020-10-15 = 2020-10-21 ®
WERAIP: 0 2% ERlERAP

FEFiIp: 0 2% IEEAFEEP

B=RAE

ZLNEHPR (M2

WSZEHH (5
BREESE (57

BEFSEURBEIREE (4l

BRIER

RS T B10 -
RERESH: Par=!

EEEART Par=!

BENTFSER: O ik BEY

HRRBR: O =i BEM

RERE: O =i BEEY

#&Elogo: O =i BEEY

5.4.2. RFTIH

IREAT B TR B IR AR, I ELAT DU IR A iR o v 22 4 KU AR i ik
WOHTE P NS5 HEAT . A i RS BE SF R IERBIR. )
T SR L logoiE . N EIFR.

R aRE MRS >
gty
WESZEEIP: O 23 ERUSELKIP
FBPLERIP: O 23 IEERFERIP
RERE

ZENBIR (M

USRESH (5
BFResiF (5

TR EUFBE IS (4

HERRIEIR
EREES: O &% =8 =3
RS O (URFEBARRES (Tak BETR" PEMREN A *58)

R AR E 7T DR B B AR R A I R4, 4R TR

SCRSARAS 02 (2022-04-22) 114



RMEIR TR SR P i

IRRERLIRE X

WFEARRAIE:  00:00 z=  06:00 ®
BEMRE: © Gk 7 F AR

BEFEE 10000 pigE

REATEE: skE@SE ©  FHO

5.5. &

BB IR EEX HEAE IR T I E, P HE RS EIES, &2 1MHEI6E
TFRES .

5.5.1. HERE

S ETRe TR v H AR R, FFEHE e A 0 0 S RS =5 &
Eo AN 2 H S S ESR, AT

BERE
* HEEHFE
eAE NAPSIHED = Loagsran] NATEI® FPAERE AR EOERTHED
A e o [IE e e FE 57 S
[sE=:0 [SE==20n [arza i B R B0 (SE=C, S
Sysiog

5.5.1.1. BEIEEFR

HEINBEIT R, W& A il sk H SRR ENALE, Wsyslog. Biki. HEH
2. Wil EEHE. MAEHHE. fEHTHES, NATHE. HAER &
SSLAI™ H & AHLS 42 il H A e a) A 5 H 83X )\Ft H & . S ERIAGR R AT,
R T EIVIR 52 U 2 A BRI J5 - DU AR

STRURRAS 02 (2022-04-22) 115



REIR T —RIERE i

+ BFHGE
%2B% NAEHERO mEFEEF NATH# AFNER® SSL VPN A B#&E® ANUAEIEE HeRREEFO
EEE %0 = IEEH 7= I 7= A 7= EEER il o | 7= A EZN o
BEAFERE ‘ BAErE BEHtE BAFErE
sssssssssss
& (f7) ]

FLRATS

e MAERIHE. RESTFHE. NATHE . AL HE P EREHRER, nF
TF R BUE 55 =7 A7 s b AT A7 i

5.5.1.2. SYSLOGigE

RGBT, A KENRS . “eMisrEHE. 2 aR&A S K7k
A TCVE R H BRI, Sis i H S E S EE £k, SETCET B R Hr A
WL ESR, B, %4 i¥% 5SyslogR %S MaHEm G, #4ek&REHES
Syslog/l %5 &%, MR T 2 &% % 1) H B A7 I A0 2 W58 i A R .

Syslog i T# 1% % H & K 1% 3Syslog ik 55 #5 AT /7, 75 215 B Syslog ik %5 25 [Pl
i 5 B

SYSLOGHE B £4

FeAMP TR 1, AR T — B AF. N E EOR, HEEZEHE BRI HEMR
S5an LREATAEAE,  HiZ ks a8 A sEF I UDPS 14 1) 84l (. .

- | ﬂt’ Internet
Q

;

SYSLOGRRS 28

AR L Esysloglidras, I LAUDP514 1K A kcik H G4 H ERSS 4, N BIs.

+ SyslogiRE @
st : 172.16.20.101
WmH: 514

A2, A %4 HEdEid syslogEAKIE, 1~ ER.

STRURRAS 02 (2022-04-22) 116



RMEIR TR SR P Ay

HEEE

+ HEIREFE
ZLBE NEEHBEEO REBHEITEE® NATH®
ez x4 i e
BEFE(IE BHEFEUE HEFiEE BEFEUE
Syslog Syslog
BkiE (M) BEHE
HLEMNES REEAES

D3 BREAFAEZEHE EEH SR, JFRSIEH S KA sysloghk s 4,
NEFTR.

FS  EfiE BExR BAEE &P BIPERE B&IP/URL BHIPEE  FESR i
T 2020-08-04 16:34:34 WebRIF5# SETEILE 172.16.10.10 - 172.16.20.10 - & =
2 2020-08-0416:34:30 WebRTEH5 fEBtRSRS 172.16.10.10 = 172162010 . RIF
3 2020-08-04 16:34:26 WebR it URLEE#F 172.16.10.10 - 172.16.20.10 = g}
4 2020-08-0416:29:31 WebAu B SUFTRITE 172.16.10.10 = 172.16.20.10 ] fi=r
5 2020-08-0416:29:30 WebRZA3B5# b 172.1610.10 - 172.16.20.10 L =
6 2020-08-04 16:29:28 WebfEEBH5# 172.16.10.10 - 172.16.20.10 - R
7 2020-08-04 16:29:26 WebJli FAH 172.16.10.10 - 172.16.20.10 - B

'08-04-2020 16:34:35 Local0.Info 172 16.20.1 lu- ’ﬁube-'mt fwlog: [ 25219 WE B B P . #0048k service: W‘Iﬂl iFIRIi 0.10, FREO1:1797. 0. EIREEL 60, R,
L1726 501105 seswabs dovinlobivne DS okss seomae iob

08042020 16:38:31 Localllinfo 172.16.20.1 Aug 4 16:34:30 localhost fwlog: - H1P:172.16.10.10. HRECI:1797. EIHIP-172.16.20.10. EIRYREOI-80. RGP .
sell172 78 26 us/s0phos/

08042020 16:34:27 Localllinfo 172.16.20.1 Aug 4 16:34:21 29 RMID:0, FIP:172.16.10.10, FRECI:1793, EEHIP-172.16.20.10, EIRYREDI 60, L R .
171 50105 reswes deminlobi et omman el

WIRA. H LR K% Fsysloghk 5545 -

LY sten

1.SYSLOG 1% ¥ # UDP 7 X4, UTF-8 &9% 7 K.,
2.7 % B & TR K% %) syslog IR % %

5.5.1.3. piRIEEZER

T BB s A7 ik H S H S IHERIE T, Ui a0 F
* POXIEEATIRE

B aEEE: O Zae 180 XamEs

B2 A AL AE % BENHFRRS

EaarExas: MER o

HESHRS: (wetimir 1000 %O

HaMERH S E: ATRERTHERG MR CICRTTEH HE, &5FE

STRURRAS 02 (2022-04-22) 117



RS T —RIKERE M s

5. 5.

5. 5.

MR LR ACHT ) H S B B AR BORRAT H A&, PR 7 FH 2 ek o it 451 )
H SR R 5 — R S TR B A 5 SRR R H &

A\ .

CHIER ey B &R ERE, EBUEm syslog. % s R AFHITHEEN

JEHH GG 2k Bk, T Ui RS Aa iy, AN ESER LR A2
R, TR B& KA A
& PR FRVE R A H SRR, S HH S 2 2K E N MCPUSE B,

1.4 RESHBBRAFEENEREBMSITRGZE

ZIRE BT i B 5 LA R G e iR B T R GRS BB R AR H
ERFP SRRV 6 L, SBBRF ST HEIE— DR 4. S5
FEMALLNRKIELGAF, AFIEITE S RHATX M. AFL &5 R S E)
Fe 40T B s

¢ REEBRAFENEREMMOTRERIRE

fRS5asibAL BB IRS Rt it
EimO: 4430

BLWS: EANTLIKS

=19: BRAER

JR 55 gttt . 2 22 4 RN FR g8 AN A BT 23 A AR G ML
I e ERIA4430% H

FILIK S AN ZERF RGN R R B I RERIKSEE .
TG N LR RGN R T RS EE

2. 5 ERE

A KR W AT N AFAEBGEAT Sy ATI DA FIAE A5 1) 7 SRk AT 5%, AT
RS 1L 2 DR SN ) H A R 4515 00 -

STRURRAS 02 (2022-04-22) 118



AR TR ERP TR e

5.5.2.1. £€=HH

WP B R S BN, AERITREE, WNEPR.

EEHT HEER

=t T
SEREREMN
=
EAAEE
Eidree =]
SEEMEE O

SERERE
HEESERE
RERSRE
SSDEEEHNIE

prkERE

==E 80 %
BEEseEiEE
==E: 80 %
BEHE
REFEESIEE: 6000000 ETES
FEEitE=E: 1000000 BN
CPUEREE:
T=E: 60 %
REEEE
HEE: 60 3%
FEEREE @
o3
EifiEe
= ;3
BEE
B = = -3 =8

WEBRI RIS

5.5.2.2. &HEEM

XA B R, R E R IE R T AT . H AT SRR A A
R

STRURRAS 02 (2022-04-22) 119



RS T —RIKERE M s

5. 5.

=1 =40 SHEIEM
HE 4 EELE = G BN ARS e
HBAHHRRR : BEENE
mRFa L : o= 1,@163.com ®
BRI 20 Syé
BEEEE

REES: FENEEEE

FNEE:

—ATAFENSE, BEGFREN AEWERE

438 0 i B

I v B A5 S AR T AR BV B MR AG - I A AT B, B2 4
A 21— LU R, Be = B 3 A& & B MR AF 28 B Gl , A 2IFERE 5 &M
Hie miti < EMBAEARSS 5>, 7T CLHEAT M1 55 45 A 1

HiEEmRE

T BB K 5 (5 B AR R URE B8 B 3 T L ARG 35 B0 L 8
ARV R Zhae, RS S EE A ERMIC, RSCHRFREAE
RGNS F T s B R SRS

KIEFNFHL: AT RE RS EERERMLE TS L, &SR THL S,

2.3. EMHFEEEERA

FANHIRR O, #8287 — G AF, Soil 20 e i) 2 e AR AT R, T
A5 T 53 B DRI A M 8
AYRL AFRERS T I TR, HECE BRIk S5 4%, W R BN,

STRURRAS 02 (2022-04-22) 120



RMEIR TR SR P i

BHakE RESE BB fBESS =R FRGEAT(E) HOSTS EIEE FRFAIR

0 Baex ®
B ARRTE: Smag@163.com

SMTPHBARSSEE - smtp.163.com
BRSHRIRT: 465
BEssRsngs SsL
SMTPIRSS B SHARIE

APg: = ~"=@163.com ®
BiE: sssssssese wt | @
poacoln e

SERRERROWINE o

9
-
o

F BB o) KAPIRAERAA ) B 5 =75 & P on i, SMTP &9 5% AR iy AR AL

SRR, AE[RAR B/ EEADT R S E R, P g ag i A aigma i ige, W

TE .
=g

B e
=) B

EEER

e = = ;9 BB

WEBRI RIS

=) B

[=l=E=

1l
#
o

ElEEEER ERIREEER

DIR3. WEMEEE, RS XN WA
L4, BREERYGE)E, WEIRSEEAZR, 0 ER.

STRURRAS 02 (2022-04-22) 121



RMEIR TR SR P Ay

Z2IMEE EAEEEE

Q Emst C B ] X
ENEM: A8 (2020-11-16 00:00~2020-11-16 23:59) | BHXH () | BRE (FEE
& sk LIS 4 % T—&
8 HiE B FEhSEE e bl
1 2020-11-16 14:45:34  WebIfEsF ot bR 172.16.2.100 o ne
R L3 trust A [=]: 50 ]
2 2020-11-1614:45:28  WebfiFsF [=ichir i 172.16.2.100
HP: 172.16.2.100 BaP: 172.16.3.10
3 2020-11-16 14:4524  Webfi i SQLEA 172.16.2.100 SRS - HRIPEmES: -
4 2020-11-16 144521  WebWERSF — EREHRE 172.16.2.100 = Feral 1138 B0 80
5 2020-11-1614:4511  WebifESF  SQLIEA 172.16.2.100 : XFF IP:
6 2020-11-1614:4040  WebIRESIF  WEBERRSEX. 17216221125
-
m
REQUEST ToTr i
GET /DVWA/wulnerabilities/fi/index phppage=../././././ete/passwd
HTTP/1.1

Accept-Encoding: identity

Host: 172.16.3.10

User-Agent: Python-urllib/3.7

Cookie: security=low: PHPSESSID =hqurohad2gsd1cmddncSezped3
Connection: close

AEZBE (R2EFE) HNHPHOE e

AFA: y@163.com>

FEA
15 80 ffid ¥Rl

[Bf177]: 20201116 14:45:12 K RAZLOOELDETBIY i Ml #] #1P:172.16.2. 100 HMYIP:172. 16.3. 10 [WEBRH{B; "8
URL/ H 3% 172. 16. 3. 10/ jesweb/news. php?id=T901 and 1=2 union select null, null, name, password, null from user
A SQL {EA

[ 1720201116 14:45:21 95642 BLOOELDGTBAY I & K2 M1 WiIP:172.16.2. 100 HMYIP:172.16.3. 10 [WEBREA P Bk B ] Jok W At HEGE ™
# URL/H 3% 172.16. 3. 10/DVWA/vulnerabilities/fi/index. php?page=.. /.. /.. /.. /.. /etc/passwd %1% 80 filt WMIE|FOTCE Y Hoeli 0. HGHmIGE

5.5.3. HEEE

T B a5 I 18] Y B H S S RN

HEFEE: 2019-10-21

s T <EW>, WA R E HREEN I H &, T r.

ES 2020-10-21

WEIFAERH S

BEE
Q mimsms

Bt FE(2020-01-27 Z 2021-01-27)

BE BERN
2020-10-19 M1KB
2020-10-20 1,544 KB
2020-10-21 4,555 KB
2020-10-22 7,590 kB
2020-10-23 8212k
2020-10-24 11,010 kB
2020-10-25 10,723 kB
2020-10-26 11,047 kB

STRURRAS 02 (2022-04-22) 122



RMEIR TR SR P SR

6. TREE

SRS AE B3 10 ZETh R, R BLe B R MR R, B iR 2P AR,
BERF 2 v g 0 BHE CAR I SRS AT R A P ), AR U R P bbb e 224K
W MR VA VAUEAN DT E ) 45 T R AR .

6. 1. iFalzH

D7 TR 472 ) R B0 T DR Ak 25 4 ) 22 T 9 # F) — R AT — R AR . AR
PSRN « M7 [ AHLYT ) o] 0 DT S B e P AN B i
L AEHIE IR

6.1.1. BT

JSEFIAT Jo il i A Ak R LR T B B CHTTP) 4709 FTPAT AAIMAT /9.
T RIEEAT AT R AT ] o A2 Al A FISIEE 75 0T P R B8 L R AT O HEAT A
L ANTE 5 i 0 2% B R A BN R AR, R — P EAN R A I 1] B AT AR
FEE AR AR R 2 e A2 PA_E I 755K

AR 0 Y B R L1 [0 2% ] SR T PR DX IR [0 R e B SR I AR 55+ 280 By Tl o
Rl R TR RS B

[ 7 190 47 1) 7 P 7 ) SRS 130 N S 42 1) SRS 150 B DT » 8 DR T T AT L 3%
S REAT R . MIBR. B SR DA R . e BN — SR AB 2 T AT IR 55/ L
2 i SR

6.1.1.1. RERECE

SRS TG BT T8 08 A SO R B L A 1R SR o BB A B SRS 41 4% B, AR SRms 25
iSRRI, bR, B O3 TR S AL AT AR N G
®12 HSICE T RESH IR

#1E LA

IS T 24 T SR AL

Y RS 2 i SR AL A4 R
ETrEA HJ LA A A BT AR K S AL

B AT A AL AP A2 2 fe BT

STRURRAS 02 (2022-04-22) 123



RMEIR TR SR P

R

T# R4 SRS AL BT R — %
g LR 2 H SRS ALY 88—

BB e E | AHE AT SRS A R B B — Sk AR E AL E

ESE S iC B U ey <SBral>,  BE[HH N i SR v, BeE W

FIERY AR

Hitf=2

EFR: RIS

fre] 0 =5 s}
e HEAER (EE)
FHERA: 1.EAEERE

=4 1.RSITEP2P

R AEEREARE ()
5

B any

B O FEEus BFiE
=[:x]

Bk any
Bhotest:  EREEEE

B any
faiz:H ==
EEFIHEE
MERTA: Q fiF i)
EHEE: | 2%
SHRE: =
wEFES

BRI E:
FRR: 5 SR A FK
IR BEEIZHEME N B B 2R
k. ARAIEI, AR A
SRS ZH S SCHLI T £ SR 2L

USRI E: BB RIS, T DA B SRR AR SRE 2 i e 2 Jm
PR%E: ARk I, € SCRMAIARZE, TR R X3, St g s i 18 ]

PRI, B HERR BRI B IUR X, BRI “any” XK, BIMRERPTA Xk,

Ptk PR ESE R I IRIPHUAE BE .

STRYRRAS 02 (2022-04-22)

124



RMEIR TR SR P SR

FPE: & AR P8 B P 2H R g5 0 A B P 4E B
BeY:
H X gk 28675 B 6 B B 1 X k. BRI “any” X3, BIMRERTHE XK.

il 0k 4% 75 S P A B0 00 B A IPZEL . SR A I P B A0 X B i AT 42
i, AL HFRIP— BT DL #E “ 47 .

MRS LR EMAE R IR . AR DA RIS E LRI RS
PR s PR T ZAAE A MO o 12240 A2 TR DX 5/ P9 2 030 126 1 IS R P ] L ) L
fiE.

A zs.

TRgFo o ARG BB, P AR A %%

EHFEHRE:
BRI BRI R IR R R B R T TIE 2 E 5T

AR S BEARAE, AEFEE M) A B RN A AR R AR A U DR R T TR
HE SIS TR R

ORI b <B B> R [MPUETN A, 0T E PR

SRIEIR X
Kt O ks -
Bk icRH=E

W A

Ktz BhDhREAH T SRR R A KB R RR R IR 55 4%, A BE RA 27 K 3k
EER N IS, JT S D) RE S E RIS, WAl AT DL FE R A IR . BIK15K,
THEETHAE

HEED: BRI A HEIds, KEEWERS/HERE]T, FE N
M#EHIHE” , RN G RN 6 H ERF A E. Ak “idxdE” , Wi
HAT L BRI AL E . MR H ST KK SB ARG RERE, &
WAE FH 41 B # o o sk syslog 77 1% H &

il <BE 2 HRAF > PR Bh TR AT e B R ROR IS A BAURISULAC . ARa8E B3R
W A B 5 A E %

STRURRAS 02 (2022-04-22) 125



RMEIR TR SR P SR

HEITHE X
AT, e B -
RIEEERECR B
BRE, SO DR EREEAE, HECSTERE, FEANRETER TSR N
. =
1S SRS oA
WATTESEE, BUSIIEST, AHSSIESS, JAETHENE, THERET0E. FR—
ES e = =13
WSS, SR AR, B A IR R P
TR i
TESFIE. (SR R, SRR RS TIRIHAR. ORISR, TR SIS
FMEITAEE.

ESEl

PREE R UL B IANCERAE, AR A BRI . R TR .

REEE X
+ o] C Rl R Q
FE RS SRR IBME
1 Bl etk 0

S AT JR AR : G, R HT I BAS COCRs  R s A B R R AKE 7 (e
AR, RGN A BEHE RN FAER, il <fifE &5 > NS
SV P T

RIS ULAC: AT DRSS e URBA S VL RSt &L W0 F P

STRURRAS 02 (2022-04-22) 126



RMEIR TR SR P

R

HRHLIRREITES

il TCP - hiNe 6

laladiE): Bpade) Qg

TR taE : any
prdii

w0

=[]

BEIRE: any
Bagnbht:

BHA:

RAGCRMS A P UG A L IR D SR

H

SEI RO MK AL A . AEHTHYE L ABTSOMIAL Bl SRR IR, SIS S 10 o 5% AT A D00 - SR 18

ZIIRE R, AT REAE SRS ECR I 2 I 3 R T TN A I
FL R #22) SR G B B 3R B

FeA A FCPFRIEA AR TN B3 AE BRI A6 A IMBSIR TR, A whaR A s IM T,

WA SARYL, ATAEAF IC B S 4% i SR

RIESR
AZBRA AE[ NS FH 28 1] SRS ] o <3 19 >0 N [ FH 42 1] S ] 518
St
25 ReEmEMIE
s O EE e
= RAH S T AR
sws LmusRs
snoE.

-
ko

SRS SRR S E W T

PR: ANFRVHER IM TH

A EFEEH

Wik: ATEES, W CARRVFRERERT TR RAER IM”
SRME AL PR SRS 4L

SKUSALE: BB RAE RG] 8 P2P 2|l

PRZE: WEE S WATEFEBGA

Ny

N

B

DR YRIX I HE UM R, DX 5E T A S5 X, Y5t ke %

SCRYRRAS 02 (2022-04-22)

127



RMEIR TR SR P SR

B IR ES, P AL E XA B S5 R PR E .

i
R any v
Eieht: O MEns Be/E

HERD v

ANE- 8

BaTFk BT AP E, E2 L MNEHRE, LizA P oiREMRXIGERS, k2 A
INERY, 2FERS AR,

ACIRBE HEE, HWXEOER HE WAMNX,  H bk g4, ks
EFany, NHIEFEIM.

Bl

BaaEsE: | ShE M
Babint: =5 M
B any v
atizzH M Z

ARRA RO R, SRR, AR (A B s SO EBER [A) . G e 2
HEHE, HEARSEIRE, A%icxHE.

EBEIHEE

AEER: O i O &=

oAt | LR -
RET aE

O

SBIRE. W TN RAE I 20 B REIM LR, S U4 S, SRR IE T B b
ZIMIH, 7 1) HoAh X kAN 32 520

G RRT AR [ H AT 9 H ] AT A 2R H S BRI B

D URS. piih <€ >5E I B -

—

N

6.1.1.2. REgHLL

SRS AL T RE 41X 2 A e B A S P S, HEAT ARG A, 4n t H AT SRS B
AE BRI B o AR N s A 00, R LB LA =4 i A9 5

STRURRAS 02 (2022-04-22) 128



RMEIR TR SR P SR

PEf s, Dl MaEBGE N E N, R E 5 H 1.

HAEACE R IS REEE

LafmgR | C R

SHTER iR G 2020-10-27 17.08:05 (7 SHHES RIEE24\)

® FEEE 14
RREIER 0 EHOH

® @it o4

1 SRS RE

B Bemsiw | CRE SEERE v
BEER ., (e [ ek APRE  EErel RS oz ] Wi R RE WE
e LR =8 any 28 any(TCPisr.. 2BYEM £ 44513 2

RAr<IFUa#r>. RS0 HSNHEAT RIS AL B, 28R, 132000 B2 HT X
BT
L RFICAC S AFIRAE I “ 2”7 o JRFEZ AT — 2 I (B A (12, BIFR e 1a] A,
AN TN 122 2% IS FH % o) S U P
R AL EAFRIEN “EEVEN” o AT H R T IZF RN RARTER L, —MOTs
FEW W EFUR.

1S

i paa {(EERE(T)

[JREFRR

i/ PR 11
+ [EREfR + EfliseA
ACLAFFM (o] BRI fol BiFf IR S ATEIE S 7

. BE
OB S AR Al HE A PR P I & R AR B IR SRR R E)

¢ BREE

W PR ERLL F ZEiEl B PRAT-E HUER AR B SS AIAE

R HEEEIR R ikt BEXE Bkt MBS iz ate & WS BME

1 1 any 28 any 280 any(TCP:... £8/28 FiF 445436 .. RE bl

Bt

6.1.1.3. REELE G EEE

SRS A= i o B, KT N s ) SN £ 4 E BV Y R A, HEAT S AR TE SR
&R, TR HR B4R AR AR R AT A

STRURRAS 02 (2022-04-22) 129



RMEIR TR SR P R

FRHGRCE FRERAH SRR FIAEE @

[oF-35- T3 2 swEE £ SR C w5

BEACHAEE 2020-11-04
TEEFEE: | 2020-11-04
R 28

ot SERER

EES: 28

=3 SRS RS

AR AR 8] e AR B A ) RS A I (]

AR TE SE BRI 8] e B B A ) (A 45 AR (]

AR SR st AR B AU 4 5 A S A R SRS, BRI A ) A eSS (R A B DL
AR, W EAT AW, W W . “wIET . “MIERT =R
NS W EA